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Abstract—The rapid advancement of deepfake generation
technology poses a serious threat to digital media integrity,
public trust, and cybersecurity. Existing detection methods pre-
dominantly rely on single-frame analysis, which fails to capture
the temporal inconsistencies that characterize synthesized facial
videos. In this paper, we propose a hybrid CNN-Transformer ar-
chitecture that combines the spatial feature-extraction capability
of EfficientNet-B0 with the temporal modeling power of a multi-
head self-attention Transformer encoder. The system processes
short video clips of eight frames using temporal sampling and
employs a classification token (CLS token) to aggregate temporal
context across frames. We describe an evaluation protocol on
the FaceForensics++ C23 benchmark and provide attention-based
explainability for interpretable forensic analysis. The proposed
architecture addresses the key limitation of frame-level methods
by explicitly modeling how facial features evolve across time,
enabling the detection of subtle manipulation artifacts that are
invisible in individual frames.

Index Terms—deepfake detection, digital forensics, CNN,
Transformer, EfficientNet, temporal modeling, FaceForensics++,
video analysis

I. INTRODUCTION

Deepfake technology, which enables the realistic synthesis
and manipulation of human faces in video content, has evolved
rapidly in recent years. Fueled by advances in generative
adversarial networks (GANs) and diffusion models, deepfake
videos are now difficult to distinguish from authentic footage
even by trained human observers. The FaceForensics++ bench-
mark [1], for example, demonstrated that manipulation meth-
ods such as DeepFakes, Face2Face, FaceSwap, and NeuralTex-
tures can produce forged facial videos convincing enough to
deceive both human observers and automated classifiers. This
poses a significant threat in contexts ranging from political
misinformation and financial fraud to personal reputation
damage and cybersecurity attacks.

Digital forensics, as a discipline, is increasingly called upon
to provide reliable and automated methods for detecting ma-
nipulated media. Traditional forensic techniques designed for
image tampering detection are insufficient for video deepfakes,
which must be analyzed as temporal sequences rather than
static images. The fundamental challenge lies in the temporal
nature of manipulation artifacts: while a single manipulated
frame may appear visually convincing, the synthesis process
often introduces subtle inconsistencies in facial motion, blink-
ing patterns, and texture transitions that only manifest across

multiple consecutive frames. Frame-level CNN approaches,
though effective in controlled settings, inherently ignore this
temporal dimension. This limitation is reflected in the wider
literature: a recent systematic review [2] reports that detectors
generalize poorly across datasets, with an average cross-
dataset performance decline of 11.33% for Transformer-based
models and over 15% for CNN-only models, underscoring how
brittle single-frame detection can be once conditions differ
from training.

This work addresses that limitation with a hybrid archi-
tecture that integrates CNN-based spatial feature extraction
with Transformer-based temporal modeling, a reproducible
evaluation protocol on a standard benchmark, and interpretable
detection results through attention visualization. The main
contributions of this paper are as follows. First, it presents a
lightweight hybrid CNN-Transformer architecture that couples
EfficientNet-BO with a compact Transformer encoder for tem-
poral deepfake detection. Second, it introduces a clip-based
temporal sampling and CLS-token aggregation strategy that
models inter-frame dependencies explicitly. Third, it specifies
a single-frame CNN baseline and an evaluation protocol on
FaceForensics++ C23 to isolate the contribution of temporal
modeling. Fourth, it provides attention-based explainability
that highlights which frames drive the detection decision.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work in deepfake detection. Section III
describes the proposed hybrid CNN-Transformer architecture.
Section IV details the dataset and experimental setup. Sec-
tion V presents and discusses the results. Section VI outlines
limitations and threats to validity, and Section VII concludes
with directions for future work.

II. RELATED WORK

Early deepfake detection methods relied on binary classifiers
applied to individual frames. MesoNet [3] proposed a compact
convolutional network targeting mesoscopic properties of face
images and achieved strong results on early datasets. Xcep-
tionNet [4], originally designed for image classification, was
adapted for deepfake detection and became a widely used
baseline due to its depthwise separable convolutions.

The introduction of the FaceForensics++ benchmark [1] by
Rossler et al. standardized evaluation across multiple manipu-
lation types, including DeepFakes, Face2Face, FaceSwap, and



NeuralTextures, enabling systematic comparison of detection
methods.

With the emergence of Vision Transformers, researchers
began exploring attention-based detection. Coccomini et al. [5]
combined EfficientNet with Vision Transformers for video
deepfake detection, demonstrating that hybrid architectures
outperform standalone CNNs on cross-dataset evaluation.
Wodajo and Atnafu [6] proposed a Convolutional Vision
Transformer specifically for deepfake video detection, showing
that attention-based aggregation yields better generalization
than single-frame methods.

More recent work has highlighted the gap in temporal
modeling. Yu et al. [7] introduced a multiple spatiotemporal
views Transformer (MSVT) that captures temporal inconsis-
tencies from multiple clip perspectives, reporting improved
AUC on FaceForensics++ and Celeb-DF. Comparative studies
between CNN and Transformer architectures [8] indicate that
CNNs often achieve higher precision on within-dataset eval-
uation, while Transformers demonstrate better cross-dataset
generalization. A recent systematic review [2] quantifies this
trend, reporting an average cross-dataset performance decline
of 11.33% for Transformer-based models compared with over
15% for CNN-only models.

Despite these advances, most hybrid approaches are com-
putationally expensive or lack interpretability. Our work ad-
dresses both concerns by using EfficientNet-BO, a lightweight
yet powerful backbone, combined with a compact Transformer
encoder and attention-based visualization.

III. PROPOSED METHODOLOGY

Our proposed architecture, illustrated in Fig. 1, consists
of four main components: a CNN frame encoder, a linear
projection layer, a Transformer encoder with a CLS token,
and a binary classification head. We describe each component
in turn below.

Frame-Level Feature Extraction. Given a video clip
X = {x1,x9,...,27} consisting of T = 8 frames, each
frame x; € R3X224X224 jg independently passed through
EfficientNet-B0O [9], a pretrained CNN backbone that scales
model depth, width, and resolution using a compound coef-
ficient. EfficientNet-BO produces a feature vector f; € R1280
for each frame. To reduce computational cost and improve
training stability, we freeze all layers except the last two blocks
of EfficientNet-BO and fine-tune only those layers.

Linear Projection. Each frame feature f; is projected into
a lower-dimensional space using a learned linear projection:

2o = Wyfi +bp, 2z € R* (D)

where W, € R?56X1280 and p,, € R?56 are learned parameters.
This reduces the sequence dimensionality fed to the Trans-
former from 1280 to 256.

Transformer Encoder with CLS Token. Inspired by
BERT-style classification [10], we prepend a learnable clas-
sification token z.s € R?56 to the projected frame sequence
to form the input sequence:

Z = [2(113721,2’2,...,zT] c R(T+1)x256 ?)
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Fig. 1. Overview of the proposed hybrid CNN-Transformer architecture.
Each frame in the clip is encoded by EfficientNet-BO, projected into a lower-
dimensional space, and fed as a sequence to the Transformer encoder. The
CLS token aggregates temporal context for the final classification.

where z., is a learnable vector prepended before all frame
tokens, and zi,...,2p are the projected frame features. Si-
nusoidal positional encodings are added to preserve frame-
order information. The resulting sequence Z € R(T+1)x256
is passed through a 4-layer Transformer encoder [11] with
8 attention heads. Multi-head self-attention allows the model
to learn which frames are most informative for the forgery-
classification decision. After encoding, the CLS token Z., is
used as the global sequence representation.

Classification Head. The CLS token output is passed
through a two-layer MLP classifier:

9 = softmax(Ws - ReLU(W1 245 + b1) + ba) 3)

producing a probability distribution over the two classes
(REAL, FAKE).

Attention-Based Explainability. To provide interpretabil-
ity, we extract the attention weights from the final Transformer
encoder layer. Specifically, we read the attention scores from
the CLS token to each frame position, yielding a per-frame
importance score a; € [0,1]. These scores are visualized
as color overlays on the original frames, enabling forensic



TABLE I
MODEL CONFIGURATION SUMMARY

Parameter Value
CNN backbone EfficientNet-BO
Frame feature dimension 1280
Projected dimension 256

Clip length (T) 8 frames
Frame step 5
Transformer layers 4
Attention heads 8
Dropout 0.1
Optimizer AdamW
Learning rate 1074
Epochs 10
Batch size 4

analysts to understand which temporal regions triggered the
detection decision.

IV. DATASET AND EXPERIMENTAL SETUP

This section describes the dataset, clip-sampling strategy,
data augmentation, training configuration, and evaluation met-
rics used in our experiments.

Dataset. We evaluate our system on the FaceForensics++
(FF++) C23 dataset [1], which contains videos compressed at
quality level 23 using H.264 encoding. We use 100 original
(real) videos and 100 Deepfake-manipulated videos, yielding
a balanced binary classification task. The dataset is split 80%
for training and 20% for validation.

Clip Sampling. For each video, we sample clips of 7' = 8
frames using a fixed frame step of 5, meaning one frame
is extracted for every 5 consecutive frames. This captures
sufficient temporal span without excessive redundancy. At
inference time, we sample 5 random clips per video and
average their softmax scores to produce a final prediction,
improving robustness.

Data Augmentation. Training clips undergo random hor-
izontal flipping, random brightness and contrast jitter, and
normalization using ImageNet mean and standard deviation.
Validation clips are only resized and normalized.

Training Configuration. All experiments are conducted
using PyTorch on a single GPU. We use the AdamW optimizer
with a learning rate of 10~* and weight decay of 107%.
A cosine annealing scheduler reduces the learning rate to
1075 over 10 training epochs. Cross-entropy loss with label
smoothing of 0.1 is used to improve generalization. The batch
size is 4 clips.

Evaluation Metrics. We report validation accuracy, AUC-
ROC, and Fl-score. The best model checkpoint is selected
based on the highest validation AUC.

V. RESULTS AND DISCUSSION

We first report quantitative results against published base-
lines and a single-frame baseline, then examine the attention-
based explainability, and finally discuss the implications of our
findings.

TABLE 11
PERFORMANCE ON FACEFORENSICS++ C23 VALIDATION SET

Method Acc. AUC F1

XceptionNet [4] (frame-level) 0.955 0.972 0.954

EfficientNet-B3 + ViT [8] 0.930 0.958 0.929

Single-Frame CNN (our baseline) 0.5500  0.5550  0.5909

Ours (8-Frame CNN-Transformer)  0.5250  0.6925 0.6122
TABLE III

SINGLE-FRAME BASELINE VS. OUR 8-FRAME APPROACH

Property Single-Frame CNN  8-Frame (Ours)

Frames per decision 1

Temporal modeling X
CLS token X
Positional encoding X
Attention explainability X
Captures motion artifacts No

S NE NN

Quantitative Results. Our hybrid CNN-Transformer model
is trained and evaluated on the FaceForensics++ C23 subset
described in Section IV, with results reported in Table II
alongside two published baselines for context. As shown in
the table, the proposed 8-frame model attains a higher AUC-
ROC (0.6925 vs. 0.5550) and Fl-score (0.6122 vs. 0.5909)
than the single-frame baseline, while its accuracy (0.5250)
remains close to that of the baseline (0.5500) and near the
chance level expected on a balanced two-class task. The larger
AUC-ROC margin indicates that temporal modeling improves
the ranking separation between real and fake videos across
decision thresholds, even though operating-point accuracy on
this small 200-video subset is limited. These figures should
therefore be read as preliminary evidence from a compute-
constrained setting rather than as a full-scale benchmark result.
Note: Experimental results are based on a 200-video subset
(100 real, 100 fake) due to academic compute constraints. Full-
scale evaluation on the complete FF++ dataset is left as future
work.

Comparison with Single-Frame Baseline. To isolate the
contribution of temporal modeling, we implement a single-
frame CNN baseline using the same EfficientNet-BO backbone
with identical fine-tuning settings. The baseline classifies each
video by extracting a single randomly sampled frame, without
any temporal context. This directly mirrors the traditional
frame-by-frame detection paradigm. Table III summarizes the
key differences between the two approaches.

The single-frame baseline, despite sharing the same CNN
backbone, is fundamentally limited because it cannot observe
how facial appearance evolves over time. Deepfake artifacts —
such as inconsistent skin texture transitions, unnatural blinking
rhythms, and flickering around facial boundaries — are tempo-
ral phenomena that are often invisible in any single frame but
become apparent when multiple frames are examined together.
Our model explicitly captures these dynamics by processing
8-frame clips through the Transformer encoder, which uses
multi-head self-attention to relate each frame to all others in



the sequence before making a decision. Consistent with this,
the main improvement in Table II appears in AUC-ROC, which
measures separation between real and fake distributions across
decision thresholds rather than at a single fixed operating point.

Attention Visualization. The temporal attention maps ex-
tracted from the Transformer encoder are expected to assign
higher attention weights to frames exhibiting visible facial mo-
tion, such as mouth opening, eye blinking, and head rotation.
These are precisely the moments where deepfake generation
artifacts, such as blending boundaries and texture flickering,
are most likely to appear. This behavior would support our hy-
pothesis that temporal context is essential for reliable deepfake
detection. Notably, the single-frame baseline has no equivalent
explainability mechanism — it cannot indicate which moment
in the video drove the detection decision.

Discussion. The comparison between the single-frame base-
line and our 8-frame hybrid model is intended to test the
core design choice of this work: that temporal modeling can
improve how reliably real and fake videos are separated. The
Transformer encoder allows the model to ask not just “does
this frame look real?” but “does this face behave consistently
over time?” — a fundamentally stronger forensic question.
Beyond raw accuracy, the model provides two additional
advantages over the frame-level baseline: (1) attention-based
explainability that identifies which frames are suspicious, and
(2) multi-clip inference at test time that averages predictions
over 5 sampled clips, further reducing variance in the final
decision. The limited accuracy observed on the 200-video
subset suggests that larger-scale training is needed before firm
performance claims can be made.

VI. LIMITATIONS AND THREATS TO VALIDITY

Several limitations qualify the scope of our findings. Our
experiments use a 200-video subset of FaceForensics++ due
to computational constraints, so performance on the full
dataset or on other benchmarks such as Celeb-DF [12] and
DFDC [13] may differ. We also evaluate only on the Deep-
fakes manipulation category of FF++, meaning generalization
to the Face2Face, FaceSwap, and NeuralTextures manipula-
tions remains untested. In terms of data quality, the C23
compression level represents only moderate degradation, and
behavior on raw (CO) or heavily compressed (C40) videos is
unknown. Finally, because the model is trained and evaluated
on the same dataset distribution, cross-dataset generalization—
a known challenge for deepfake detectors—is not assessed
here and is left for future work.

VII. CONCLUSION AND FUTURE WORK

We presented a hybrid CNN-Transformer architecture for
deepfake video detection that combines the spatial represen-
tation power of EfficientNet-BO with the temporal modeling
capability of a multi-head self-attention Transformer encoder.
By processing video clips as frame sequences with a CLS to-
ken and positional encoding, the model is designed to capture
temporal inconsistencies that frame-level methods miss, while
attention visualization provides interpretable forensic evidence

supporting the detection decision. Preliminary results on a 200-
video subset show improved AUC-ROC and F1-score over a
single-frame baseline, indicating better separation between real
and fake videos, while highlighting that larger-scale training
is required to raise operating-point accuracy.

Future work will focus on: (1) scaling evaluation to the
full FaceForensics++ dataset and cross-dataset benchmarks;
(2) incorporating frequency-domain features alongside spatial
features; (3) exploring lightweight architectures for real-time
detection; and (4) extending the system to detect audio-visual
deepfakes using multimodal fusion.
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